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AVICKPETHO-COBBITUMHOE MOAEAVPOBAHUE ITPOIIECCOB
MOHUWTOPUHTIA U YIIPABAEHU S UTHOOPMAIIMOHHOM
BE3OITACHOCTBIO

IIprMeHeH METOA AMCKPETHO-COOBITHIHOIO MOACAUPOBAHUS AASI OIIMCAHMS IIPOLIECCOB MOHUTOPHHTA
U yIpaBAeHMs] HHPOPMALIMOHHOM 6€30I1aCHOCTBI0. B X0A€ MMUTAL[OHHBIX SKCIIEPUMEHTOB [IOKA3aHO,
9TO UMEHHO 3TU MOAEAH IIO3BOASIIOT HarboAee aAeKBATHO, B PeXXUMeE PEaAbHOTO BpeMeHH IIPEACTABUTD
IIPOLIeCC pearrpoBaHMs Ha KOMIIBIOTEPHBIE aTaKH, PACCUMTATD PE3KO MEHSIONIYIOCS IIPU UX PeaAN3aIIMI
HArpysKy Ha HHPOPMALMOHHYIO CHCTEMY, [IEPCOHAA, 00eCIIeYNBAIONIHIL ee 3alUTY, HATAIAHO OTOOpa-
3UTh (YHKIJMOHHPOBAHUE MIOACHCTEMbl MOHUTOPHHIA U YIIPaBA€HMs HMHPOPMALJMOHHON (e30macHo-
CTBIO. AMCKPeTHO-COOBITHIHASI MOAEAD IIOCTPOeHa B cpeae AnyLogic u orpaxaeT coobmjeHus o6 ara-
KaxX U3 ABYX HCTOYHUKOB MH(pOpMaIUH (BHyTpeHHI/IX U BHEITHMX), IPUXOASIIIKE OT pabodYnX CTaHIHUI,
CeTeBbIX YCTPOMCTB, Be6-pecypc03 U CPeACTB 3amuThl nHGopManum. Aaercs onucanue SIEM (LIeHTp
MHPOPMAIMOHHON 6e30MaCHOCTH U YIPABAGHHS COOGBITHAMH), TA€ MOCAGAOBATEABHO MPOUSBOAMTCS
cbop coobuennit, ux GUAbTpaLs, arperanus 1 Koppeasigus. SIEM pAaeT BO3SMOXKHOCTD PacIIpeAeAUTDb
COOOBIIeHHS MO CTeTIeHH PHCKA: BRICOKHEL, Cpeanuil, nuskuit. Aasee mopeaupyetcs SOC (Llentp omepa-
IMit 10 06ecreveHnIo 6e30MmacHOCTH) C TpeMsl AMHISIMU OOCAY)KHBAHHSI, OTAUYAIOIMMUCS YPOBHSIMHU
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Ppacro3HaBaHKs KOMIIbIOTEPHBIX aTaK M, COOTBETCTBEHHO, yPOBHSIMU IIOATOTOBKHU IIepPCOHaAd. PesyabTa-
ThI 9KCIIEPHMEHTOB C MOAEABIO BKAIOYAIOT M3yYeHHe BpeMeH! PearupoBaHus Ha KOMIIbIOTEPHbIE aTaKH,
BpEMEeHH OXKMAQHUS B OuepeAr, BpeMeHu o6paborku B 6a0kax SIEM u SOC, koandecTBa co061eHuMI C
O6HAPY>KEHHBIMH COBIIAACHUSIMH CUTHATY P, OTPAKAIOIIUMI KOMIIBIOTEPHbIE aTaKH, 4 TAKXKE HCCAEAOBA-
HHU€ CUTYaLUH, [IPU KOTOPOII IPOMCXOAUT Pe3KOe YBeAUdeH e KOANIECTBA COOOINEH I, IIepeAaBAEMBbIX
OT UCcTOYHHKOB B L]eHTp MOHUTOpHHIA HHPOPMALMOHHON 6e3omacHocTH. IIporpammuoe obecnedenue
Anylogic mo3BoAsIeT IPOUrPHIBATh Pa3AMUHbIE CLIEHAPUH C IPUMEHEHHEM AUCKPETHO-COBbITUITHOM MO-
A€AYl, IPOM3BOAUTD MHTEPIIPETALIMI0 PE3YABTATOB KOMIIBIOTEPHBIX aTakK, POBOAUTH Pa3AMMHbIE BHABL
VIMUTALIOHHDIX 9KCIIEPHMEHTOB, O6XOAS CAOSKHOCTH HX [IPAaKTHYECKON PEAAU3ALUN U YACLIEBASS 110~
Ay4eHHe OLIEHOK COCTOSHHS MHPOPMALMOHHOM 6e30macHoCTH. VIMATALMOHHDIE 9KCIIEPUMEHTHI II03BO-
ASIFOT IIPOTHO3UPOBATh BpeMsl PearnpoBaHMs HA KOMIIBIOTEpHbIE aTaKy, U3YYUTb GAOKM (QHABTpALUH,
arperauyy 1 KOppeAsiLiuH.

Katouesvie cA08a: AUCKPETHO-COGBITHITHOE MOAEAUPOBaHHE, UHPOPMALIMOHHAS (e30IIaCHOCTh, MOHHUTO-
PYHI, IMUTAL[IOHHBI 9KCIIEPUMEHT, KOMIIBIOTEPHAS aTaKa.

V.A. Minaev, K.M. Bondar, E.V. Vaits, I.A. Belyakov

DISCRETE AND EVENT MODELLING OF MONITORING
AND MANAGEMENT PROCESSES OF INFORMATION SECURITY

The article uses the method of discrete-event modeling to describe the processes of monitoring and
management of information security. In the course of simulation experiments it is shown that these
models allow the most adequate, in real time to present the process of responding to computer attacks,
to calculate the rapidly changing load on information system and personnel providing its protection, to
visualize the functioning of the subsystem of monitoring and management of information security. The
discrete-event model is created in AnyLogic software environment and reflects messages about attacks
from two sources of information (internal and external), coming from workstations, network devices,
web-resources and information security tools. SIEM (Security Information and Event Management) is
described, where messages are sequentially collected, filtered, aggregated and correlated. STEM makes
it possible to distribute messages according to the degree of risk: high, medium, low. Next, the SOC
(Security Operations Center) is modeled with three lines of service, the levels of recognition of com-
puter attacks and, accordingly, the levels of staff training. The results of experiments with the model
include the study of the response time to computer attacks, the waiting time in the queue, the processing
time in SIEM and SOC systems, the number of messages with detected signature matches, resulting in
computer attacks, as well as the study of the situation in which there is a sharp increase in the number of
messages transmitted from sources to the information security monitoring Center. AnyLogic software
allows to play different scenarios using discrete-event model, to interpret the results of computer attacks,
to carry out various types of simulation experiments, avoiding the complexity of their practical imple-
mentation and reducing the cost of obtaining estimates of the information security state. Simulation
experiments make it possible to predict the response time to computer attacks, to study the blocks of
filtering, aggregation and correlation.

Keywords: discrete-event modeling, information security, monitoring, simulation experiment, computer
attack.

Beedenue

IIprMeHUTEABHO K COBpEMEHHBIM HHPOPMALIMOHHBIM CHCTEMaM BCe 00Aee aKTYaAU3HPYeT-
Cs1 BOIIPOC MX 3alUThI OT KOMIIbIOTEPHBIX aTaK. Bo MHOroM 3To cBA3aHO C TeM, UTO CEroAHS 3a



34 Becruuk Poccurickoro HoBoro yHI/IBePCI/ITeTa. Cepm «CAOKHBIE CHCTEMBL...>

Bpimryck 3/2019

TAaKUMH aTAKaAMH, KaK IPABHAO, CTOSIT He 3A0yMBIIIACHHUKH-AIOOHTEAH, A IjeAble PYIIIIbI TEXHH-
JeCKH XOPOIIO OCHAIEHHBIX KHOePIIpeCTyITHUKOB.

Hmenno nmoaromy B AokTpute HHGOpMAHOHHOM be3omacHocTu Poccuiickoit Oepepariuu
HPSIMO YKA3aHO, YTO COCTOSIHYE HHPOPMALHOHHO 0€30IIaCHOCTHU B CTPAHE XapaKTePU3yeTCs:

¢ IIOCTOSIHHBIM IIOBBIIIEHIEM CAOXKHOCTH, YBEAUYEeHHEM MACIITA00B U POCTOM KOOPAKHA-
LMK TIPU [IPOBEASHNH KOMIIBIOTEPHBIX aTaK Ha 0ObeKThl KPUTHIECKON HHPOPMALIMOHHOMN UH-
$pacTpykTyphI;

 YCHAGHHEM Pa3BeAbIBATEABHOM AEATEABHOCTH HHOCTPAHHBIX TOCYAAPCTB;

¢ HapacTaHHEM YIPO3 CYBEPEHUTETY, TePPUTOPHAABHOM IIEAOCTHOCTH, ITOAUTHYECKOM
U COLMaAbHOM cTabuabHOCTH Poccun [1].

C 1eAbto obecreve s yCTONIUBOrO GYHKIMOHUPOBAHIS HHPOPMALIMOHHBIX CICTEM, a TaK-
K€ AMKBHAQITMH ITOCACACTBHI KOMIIBIOTEPHBIX aTaK CO3AAIOTCS M COBEPIIEHCTBYIOTCS IIeHTPBI
MOHHMTOpPHHT2 HH$OpManHoHHO 6esonmacHocTu (LIMUB). Ha ceropHAmHuit AeHb yoke HaKo-
IIA€H OIIpeAeAeHHbII onbIT paspaborku LIMUB [2; 3], B paMkax KOTOPOTO CO3AAHBL M HCCAEAO-
BaHbI Pa3AMYHBIE THIIbI MOAEAEH yKa3aHHbIX LIeHTPOB [4; S; 6; 7; 8].

B T0 >Ke BpeMsi IIOKa SIBHO HEAOCTATOYHO PabOT 110 MMUTALIMOHHOMY MOAEAHPOBAHHIO IIPO-
[JeCCOB MOHHTOPHUHIA ¥ YIIPAaBAEHMS COOBITHSIMU MHGOPMALMOHHOM Oe3omacHoCTH. XOTS
HMEHHO 9TH MOAEAHU IIO3BOASIIOT HaHOOAee aAeKBATHO, B PeXIMe PEaAbHOTO BPeMeHH IpeA-
CTaBUTH IIPOIECC PearnpoOBaHMA Ha KOMIIBIOTEPHbIE aTaKH, PACCUHTATh PE3KO MEHSIOIIYIOCS
IPH UX PeaAM3AL[H HATPY3Ky Ha HHPOPMAIIOHHYIO CHCTEMY, TIePCOHAA, 00eCIIe HBAIOIIHIL ee
3AINUTY, HATASIAHO OTOOPasUTh GpYHKITMOHUPOBAHKE TIOACHCTEMBI MOHUTOPHHIA H YIPABACHHS
HMHPOPMALIMOHHOM 6e30IaCHOCTBIO.

Auckpemmo-cobvimutinas modesv Lenmpa monumopunza unopmayuonHoii beonacHocmu

Auckperno-cobbrrmitnas mopeas (ACM) IIMUB noctpoena B cpeae AnyLogic [9]
(puc. 1), KOTOpas HCIIOAB30BAAACH AASL IPOBEACHNS MMUTALMOHHBIX 9KCIIEPUMEHTOB.

LIMUE
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Ha pucynxe 1 BBepeHs! caepytomye obosnagenmst: SIEM — Security Information and Event
Management (LlenTp HHPOpMALMOHHOM 6€30MacHOCTH U ynpaBaeHus cobsirisamu); SOC -
Security Operations Center (Llentp omneparuit o o6ecredenuto 6esomacHoctn). [Ipokom-
MeHTHpYeM PUCYHOK 1.

IlepBoe, 9TO HY>KHO OTMETHTH: IPEACTABACHHAS CXeMa OTPaXKaeT CoobOmeHust o6 ara-
KaX U3 ABYX HCTOYHHMKOB MHOpManuu (BHYTPEHHUX M BHEWIHHX), IPHXOASIIME OT PasAHd-
HBIX YCTPOHCTB. TAKUMM MCTOYHMKAMHU BBICTYIIAIOT pabouie CTAHIIUHM, CeTeBble YCTPOMCTBA,
BeO-pecypchl B CPeACTBA AT HHGOPMAIIUH.

Pabouue cmanyuu moap3oBareAesi IpeAOCTABASIOT HHPOPMALIHIO O COCTOSHUM YCTaHOBAEH-
HOTO IIPOrPAMMHOT0 ObecIiedeH s, ero BepCUsIX, AAHHBIE 00 ay TeHTUHKALIIU TIOAB30BATEAS B
CHCTeMe, eTO MHbIX ACHCTBUAX U 3aIyIIeHHBIX IIPOIIeCCaX H T.A.

Cemesvle ycmpoticmed, IIpeACTABASIL HAOOP CPEACTB, IIePEAAIOLINX MHGOPMALIHIO, OTPAKAIOT
Tpa$UK, IOMOTAIOLIHI IIOHSTD B3AUMOAEHCTBIS PAOOUNX CTAHIIUIM B OTCAGAUTD ASHCTBHS 3A0-
YMBIIIA€HHHUKOB.

Cpedcmea 3auumot uHPopmayuy TO3BOASIIOT YCTAHOBUTD TpebyeMblit ypOBEHb 3allfHIreH-
HOCTH opraHm3anuu. AanHble, nocrynamomue B SIEM, Aal0T BO3MOXHOCTb KOHTPOAHPOBATh
COCTOSIHHE PA3AUYHBIX BKAIOUEHHBIX B CHCTEMY YCTPOMCTB, a TAakke BHIIIOAHUTH KOMAHABI aA-
MHHHCTPAaTOPa CUCTEMBL

Aaaee coobmenne nmomapaer B SIEM-crcreMy, rae MOCAEAOBATEABHO IIPOU3BOAMTCS COHOp
COOOIIeHMUI, X GUABTPALHS, ArPeralisi U KOPPeAsIIL.

B 6ao0ke purbmpayuy mocrymnaromas HHGOPMAIMSI PASAASTETCS HA ITOAE3HYIO AASL YIIPaB-
AeHIsI 6€30I1aCHOCTBIO CUCTEMBI 1 He HMEIOIIYI0 TAKOBOro cBoiicTBa. ITocae puapTpariuu mo-
Ae3Hast HHGOPMAIUSI HAIIPAaBASIETCS B OAOK arperanuy, a COOOLIeHNsI, He HeCyIie IIOAe3HbIX
CBOMCTB B YKa3aHHOM HAMH CMBICAE, IEPEAAIOTCS AASI IOCACAYIOIETO AHAAN3A B CIIEIJHAABHYIO
0a3y AQHHBIX.

Baok azpezayuu BBeaeH AAST 00bEAVHEHHST OAHOTHITHBIX COOOIIEHUH, IPUXOASIINX U3 Pas3-
AMYHBIX MICTOYHUKOB, B OAHY I'PYIIILY, YTO [IO3BOASIET OOA€e TOYHO OIIPEACAUTD BAPHAHT pellle-
HHUI IPUMEHUTEABHO K HEH.

3areM cOOOIEHNS IIOCTYIAIOT B 0A0K KOPpeAsyulL, TAe IPOU3BOAUTCS CPaBHEHMeE C AHAAOTA-
MU U3 6a3bl AAHHBIX KOMITBIOTEPHbIX aTAK, YTO IO3BOASIET ABTOMATU3UPOBATh IIPOLIECC Peart-
POBaHUS Ha ONpPeAEACHHDIE X THIIBL.

B xoHeuHOM nTore o6paborka coobmenuit B SIEM pAaeT BO3MOXKXHOCTb PACIIPEACAUTb CO00-
LIeHM 10 CTeTIeHH PMCKA: BBICOKUM, CPEAHMM, HU3KUM.

IMocae SIEM kaaccudurmmpoBanHas HHGOpMaLust MocTymaer o 1-if aunuu B 6a0x SOC
AASI TIOATBEPXKAEHUS IIPaBHABHOCTH pearnpoBaHist SIEM-cucremsl. Ecan coTpyaHUK, oGCAy-
SKMBAIOINIA 1-10 AMHHIO, He MOXET AATh OAHO3HA4YHBIM OTBET Ha 3TOT BOIPOC, HHPOpMAIHs
IepeAaeTcs Ha 2-10 AMHUIO.

Ecau 1 COTpyAHMKH, 00CAY>KHBAIOIIHe 2-10 AUHIIO, KOTOpPbIe HMEIOT H0Aee BHICOKHI ypo-
BeHb HaBBIKOB PaCIIO3HABAHMUS CAOXKHBIX BAPHAHTOB KOMITbIOTEPHBIX aTaK, He pellaloT 3aAady,
TO HHPOPMAITHS IepeAaeTCsl CaMbIM KBAAMQHITMPOBAHHBIM COTPYAHHUKAM, OTHOCSIIMMCS K 3-i
Anand. OHU IPOBEPSIIOT IPABUABHOCTD ACHCTBUIL COTPYAHUKOB 1-11 1 211 AMHMIL, IpU HeOHX0-
AVMOCTH COBEPIIEHCTBYIOT CUTHATYpHI, mo3Boastomue SIEM-cucteme 6oAee TOYHO BBISIBAITD
BO3MO>KHbIE KOMITbIOTE€PHBIE aTaKH.
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Ixcnepumenmol ¢ npumererem OUCKPemMHo-coObIMutiHoil ModeAu

Ha pucynke 2 mpuBeaeHbI pe3yAbTaThl MOAeApOBaHus GpyHKkinonuposanus LIMUD c uc-
noabzoBarreM ACM AASl OAHOTO U3 BAPHAHTOB €€ UCXOAHBIX AQHHBIX.

Pacnpepenenue obero o PacnpepaeneHune BpemeHn

p 6paboTku coobLeHNIE 0XXUAaHUA cooblueHuii B ouepeamn
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Puc. 2. Peayabrars MopeaupoBanus pabotst [LIMITB

OTHU pe3yABTATHI BKAIOYAIOT AUArPaMMBbI PaclipeAeAeHHS 00Iero BpeMeH! pearnpOBaHus Ha
KOMITBIOTEPHbIE aTaKH, BpEMEHH OXUAQHHS B OYepeAHd, BpeMeHH 00paboTku B 6aokax SIEM
u SOC. Kpome Toro, mpuBepeHbI KOAUYECTBEHHbIE AQHHBIE O CPEAHHX BpeMeHaX IO KaKAON
AvarpaMMe pacrpeAeAeHusI.

ITopo6HBIE 9KCIIEPUMEHTHI C MOAEABIO AQIOT BO3MOXKHOCTD T'€HEePAIJUH CTATHCTUIECKHX AQH-
HbIx 0 pabore IJMUD 6e3 npousBepeHNs IPaKTUYECKHX, He BCETAQ PEAABHO OCYILeCTBHMBIX
U, KaK IIPaBUAO, AOPOTOCTOSIINX H3MePEHHI, HeOOXOAUMBIX AASI COBEPILIEHCTBOBAHUS paboThI
ITenTpa MOHUTOPHHIA ¥ OITHMH3ALUY YIIPABACHNS HHPOPMALIMOHHOM 6€30I1aCHOCTHIO.

Ha pucyske 3 mokasaHo, KaKUM 06pasoM MeHSETCs KOANYECTBO KOMIIBIOTEPHBIX aTaK B 3a-
BHCHUMOCTH OT BpeMeHH, B CyMMe 3aTpadeHHOr0 Ha 00paboTKy COOOIIe It COTpyAHUKamMu 1-it
M 2-11 AMHUIA.
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Puc. 3. V3aMeHeHue 41CAQ KOMIIBIOTEPHBIX ATAK OT CyMMAPHOTO BpeMeHH
06paboTKH cOOOLEeHNMIT COTPYAHUKAMH 1-11 i 211 AMHMIT
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OueBHAHO, 4TO IIPH YBEAHYEHHH BPEMEHHBIX 3aTPAT Ha 06PabOTKy COTPYAHHKAMU COODIIe-
HHIt YUCAO BO3MOXXHBIX KOMITbIOTEPHBIX aTaK CHIDKaeTcs. M 3To AOrMYHO, IOCKOABKY IIOCTYTIa-
folfie COObIIeH s IPOBepsoTCs boaee TmareabHo. Ho, ¢ Apyroit cTOpoHsI, yBeAUIHUBAIOTCSE
3aTpaThl Ha COAep)KaHMe KBaAMQUIMPOBAHHOTO KappoBoro nepconasa IIMUD u camxaercs
€ro TOTOBHOCTD K 00paboTKe cOOOI e H It TP UX KpUTHIecKoM yBeandeHun. ACM mo3Boaser
[POU3BECTH HEOOXOAMMBIE PACUETHI KAAPOBOTO IIEPCOHAAA B PAa3AUYHBIX YCAOBUSIX QYHKIMO-
uHuposanusa LIMUB.

OaHHM U3 BOXHBIX ITOKa3areAeil dpyukironuposanust LIMIB siBasieTcst koAndecTBO c006-
IeHui ¢ OOHAPYXeHHBIMU COBIIAACHISIMU CUTHATYP, OTPAKAIOMIMMI KOMITbIOTEPHbIE aTaKH,
B CpaBHeHMHU co BceMu o6pabaTpiBaembiMu coobmenusamu (puc. 4). HyxHo moAYepKHYTD, 4TO
B AQHHOM CAyYae COBIIaA€HME CUTHATYP C ucroAab3oBanueM Mopean LIMIUD nokaspiBaeT, kakas
AOASI COOOIIeHNIT CTOIIPOLIEHTHO OTCenBaeTcsl. B paccmarpuBaeMoM caydae oHa pasHa 0,24.

Puc. 4. CraricTuKa COBIAACHHI CUTHATYP KOMIBIOTEPHBIX aTakK
¥ [IOCTYIHMBIIMX COOOIEHMIA B IIPOI[ECCe MOACAUPOBAHMS

He MeHee BaXHBIM ITOKa3aTeAeM SIBASETCS AOASL OTGUABTPOBAHHBIX COOOIeHuit. B Hamrem
akcrepumenTe 90% Bcex COOOIIEHMIT ITOCAe dTama PUABTPALUM IIEPEAAIOTCSI B IIOCACAYIO-
mye OAOKU AAST QHAAU3A, COOTBETCTBEHHO, 10% HAIIPaBASIIOTCS AASI XpaHeHUs B 623y AQHHBIX.
Kaxaoe coobmetue, mocTynuBiiee B Hee, CATHAAUSHPYET O BO3MOXKHOM KOMIIbIOTEPHOIT aTake
U aHaAmM3upyeTcs corpyanukamu [IMUB.

PaccMOTpHM CUTYaLHIO, IPH KOTOPOH IPOMCXOAUT Pe3KOe YBEAMYEH e KOAIEeCTBA CO00-
I[eHMI, TepeAaBaeMbIX oT ucTouyHuKOB B IIMUB. IlycTh aT0 yBeandenue cocraBuT oT 10 oo 20
coobmenuit B MunyTy (puc. S).
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Bpems, ¢

1,6

14

1,2

10

0,8

0,6

0,4

0,2

0,0

Konunuectso coobLieHuin

Puc. §. Oynkunonuposanue 640koB [IMUP npu peskoM yBeAndeHAN COOOL eI
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Boisodut

1. AAst BccaepOBaHMS $YHKIMOHHPOBAHUS LIEHTPOB MOHUTOPUHTA HHPOPMALHOHHOM 6e3-
OIACHOCTH, CO3AQHHBIX B Pa3sAMYHBIX BEAOMCTBAX M OTpacasix Poccuu, BecbMa adeKTUBHO
[pUMeHEHHEe ANCKPETHO-COOBITUIHBIX MOAEAEH, TIO3BOASIIOIINX ACAATh BeCbMa KaueCTBEHHbIE
OLIEHKH ¥ [IPOrHO3BI XapaKTEPUCTHUK BHELIHUX U BHYTPEHHUX COOOIIEHNI, BKAIOYast COO0IIe-
HISI O KOMITBIOTEPHBIX aTaKaX.

2. 136paHHOe B KaueCcTBe CpeAbl IMUTALIMOHHOIO MOACAUPOBAHIS IPOrpaMMHOe obecrede-
Hue mAaTGpopmel Anylogic IT03BOASIET IIPOUTPHIBAT AETAABHBIE CLIEHAPHUH C IPHMEHEHUEM AVIC-
KpeTHO-cobbITHIHOM Mopear LTMIB, npousBoAUTD HHTEPIIPETALHIO PE3YABTATOB MOAEAU-
POBaHIs KOMIIBIOTEPHBIX aTaK, IPOBOAUTD Pa3AMYHBIE BHABI MIMUTAIIIOHHBIX 9KCIIEPHMEHTOB,
0OXOASL CAOXKHOCTH UX IIPAKTHIECKON PEAAU3ALUH U YACLIEBASS IIOAYYEHNE BRKHBIX OL|€HOK
COCTOSTHUS MHPOPMALIOHHOM 0€30IIaCHOCTH.

3. muranuonssle sxcriepuMenTsl ¢ ACM LIMUWDB no3BoAsioT IpOrHO3upOBaTh BpeMs pea-
TUPOBaHMUS Ha KOMIIBIOTEPHBIE ATAKH U KOAMYECTBO COOOIIEHUIT O HUX IIPU Pa3AMYHBIX HATPy3-
Kax, OLIeHUTb KOAUYECTBO KOMIIbIOTEPHBIX aTaK, onpepeasiembix SIEM-cucreMoit, usyauTs 6a0-
KU QUABTPAIINH, aTPeTalH U KOPPEASIIUHL.

4. Aaapreiimum passuteM ACM LIMUD sBasteTcs yTouHeHUe U AeTAaAM3AIHs OIMChIBae-
MBIX (aKTOPHOTO KOMITAEKCa, TapameTpoBs 6a0koB SIEM u SOC, a Taxke XapakTepHUCTUK CO00-
IeHUH, BKAIOYasi KPUTHIECKHE PeXXMMbI $YHKITOHHPOBAHMS IIeHTPOB MOHUTOPUHTA HHPOP-
MaI[HOHHOI 6e3omacuoctu [10; 11].
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