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OBPA30OBAHUE . .
KAK MHCTPYMEHT THOOPMALIMOHHOU BOUHbI

A.A. Maawk, B.A. Munaes, M.II. ColueB

Cratbs MocBsIIeHa MpoliieMe UCTIOIb30BaHNs 00pa30BaTeNbHOI cpeIbl B KaUeCTBE MHCTPYMEHTA
BeJeHHUsT WH()OPMAIMOHHBIX BOWH. [Ipw 3TOM 00pa3zoBaHWE BKIIIOYAECT CHCTEMY OOpa30BaTEIBHBIX
YUpeXIeHNH, cpeincTBa  MaccoBo  wmH(opmaumum, mpouecc  camooOyueHus.  [lonsTme
“nH(opMaLMOHHAs BOMHA” pacKpbIBACTCS Kak COBPEMEHHOE OpYXKHE MacCOBOTO IMOPaKEHHS,
HCTOJIb3YeMOe Ul MaHUITYJIUPOBAHUA OOLIECTBEHHBIM MHEHUEM B LEJAX NOCTHIKEHUSI HEraTHBHBIX
pe3y/bTaToB TNPUMEHWTENILHO K NPOTUBHMKY. [IpoBomuTcs aHanmu3 o0pa3oBaHHs Kak cdepbl
JeATeIbHOCTH, TIO/IBEPKEHHON BO3MEHCTBIIO MH(OPMAIMOHHOTO OpYXHs. PackpbiBaeTcsl MOJIUTHKA
0o0pa3oBaHusi KaK COLMOKYJbTYPHBbIH (PEHOMEH, MOTEeHIMATHLHO WMEIOIINil YSI3BUMOCTH Tiepen
nH}popMalMOHHBIM opyxueM. OnncaHa M paccMOTpeHa BepOaiibHas MoJeNlb MH(OPMAMOHHBIX
TIPOIIECCOB, PEATN3YEMBIX COIMATBHBIM CYOBEKTOM, a TAK)Ke METOBI BO3JCHCTBHUS Ha 3TH MPOIIECCHI,
JIeKaIIre B OCHOBE MH(POPMAMOHHBIX BOWH. OCYIIECTBISCTCSA aHAIU3 YTHX METONOB, U TIPUBOAITCS
peasbHBIE TIpUMEpPHl UX MpuMeHeHws. OTMeuaeTcs pelaromas pojb WHPOPMAHOHHONW KYJIBTYPHI
00mIecTBa B peIICHUHN 3a1a4 MPOTUBOACHCTBIS UCTIOIB30BAHUIO 00pa30BaHMS B KAaUeCTBE MHCTPYMEHTA
WH(POPMAIIMOHHOM BOIWHBL. PaccMaTtpuBaeTcs T00ambHBIN acmekT KyJIbTyphl HH()OPMAHOHHOMN
Oe3omacHOCTH. JlemaeTcs BBIBOM, UTO ISl IPOTHBOACUCTBHS YyTpo3aM HCTIONB30BAHUS WHCTPYMEHTOB
obpazoBaHust 1isi BeAeHUsT MH(OPMAIIMOHHBIX BOWH BBICOKO aKTyaslbHa npobsieMa (hopMHpOBaHUS B

o011ecTBe, 0COOEHHO Y MOJIOJIOTO MOKOJICHHUS, KYJIbTYpbl MH(OPMAaLMOHHOH 6€30MacHOCTH.
KnroueBble cinoBa: o0pazoBaHMe, MH(OpPMALUOHHAA BOMHA, MaHUIYJMPOBAHHE MacCOBBIM
CO3HaHUEM, KyJbTypa HHGOPMaLMOHHOMH 6e301acHOCTH.

BBenenne

XXI Bexk xapakTepusyeTcss aKTHBHBIM
MPOSIBIICHUEM MPOTUBOCTOSIHUS Ha
MEKI'0CY1apCTBEHHOM YpOBHE, HIUPOKO
HCIIOJIb3YIOIIErO uH(pOpPMaIMOHHO-
ICUXO0JIOTUYECKOE BO3ICHCTBHE.
Kak otrmeuaercs B BoeHHolt  nokTpuHe
Poccuiickoit ~ @enepanuu,  yTBEPKICHHOU

[Ipesunentom ctpanbl B ceHTs0pe 2014 roxa,
CErOJHS HaMETWIach TEHACHIUS CMENICHUS
BOEHHBIX OINACHOCTEH B HH(OpMAIMOHHOE
POCTPAHCTBO. IIpu 3TOM BO3pacTarOT yrpo3bl
HEeraTUBHBIX WH(OPMAIIMOHHBIX BO3/ICHCTBUIN Ha
HACeJICHWe, B IEpBYK oOdYepeap — Ha
II0JJPOCTKOBBIE U MOJIOJICXKHBIE IPYIIIIBI COLIUYMa
cTpaHbl. Llenn Takux BO3IEUCTBUNA — pEIICHUE
IpONaraHAuCTCKUAX 1581051 KOHTp
MPONAraHJAMCTCKUX 3a7a4 IyTeM H3BpaAlICHUS
MHQOPMAIMOHHONW KapTHHBI MHpa NpuU ee
BOCIIPUSITHSL 4YEJIOBEKOM, HAaBS3BIBAHUSA €MY
HEKOTOPON JIOKHOW MOJIENI TTOBEIEHUS W, B
KOHECYHOM UTOrE, MAaHMILYJIUPOBAHUS
IOBEJICHUEM JIFO/IEH B HY’)KHOM HallpaBJICHUU.
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Takoro pojxa JesTeTbHOCTh  BbI3BAJIA
OTBETHYIO PEAKIMIO0 — YCHJICHHE BHUMAHUS K
PELIeHUIO poOIeMbl o0ecrieueHus
0€30macHOCTH  JTMYHOCTH OT  JIO)KHOH
uHbOpMallMK, K  HAXOXICHUIO  IyTei
MHUHHMH3AIAN TaKOTO MaryOHOTO BO3IEHCTBHS
[1-3]. Dto Hanwio oTpaxkeHue B 3ajayax,
cOopMyITHPOBAHHBIX B Jloxtpune
uHpopManMoHHO Oe3onmacHocTH Poccuiickoit
Oenepanun, npuHaTol B aekadpe 2016 rona.
OnHako TOKa 4YeJOBEYECTBY €lle He YJIalloch
BBIpa0OTaTh CTOMKOIO HMMMYHHTETa K TaKOTO
pora  HMH(OPMAIMOHHBIM  BO3JCHCTBHUSIM.
NudopmanmonHOEe OpyXHe, B OTIHYHE OT
OOBIYHOTO JIETAJILHOTO OpY)KHs, HEe YOHBaeT, U
MOSTOMY €TI0 Topa3/io CIIOKHEE paclo3HaTh W
MPOTHUBOJICHCTBOBATH EMY.

OueBHHO, YTO HE MOCIEAHIOID POJIb B
peleHnn 3aJ1auu UH(POPMAIIMOHHOTO
BO3JIelicTBUSL urpaer u cdepa oOpa3oBaHUS.
Bonee TOro, yunThIBasl MCKIIOYATEIBFHYIO POJIB
oOpazoBanusi B  (opmMupoBaHuM  Oyaymiei
JUYHOCTH, €€ IICHHOCTHOM OpWEHTAIlMH, OHO

NPEJICTABISIETCA  OJHUM M3  BaXKHEHIIHUX
9JIEMEHTOB HH(POPMAITHOHHON BOHWHBI.
OO0pasoBanue KakK WHCTPYMEHT

nHGOPMAIIMOHHON BOMHBI HOHUMAETCS B
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EDUCATION AS A TOOL OF INFORMATION WARFARE

A.A. Malyuk, V. A. Minaev, M. P. Sychev

The article is devoted to the problem of using the educational environment as a tool of information
warfare. Education is understood in a broad sense, including the system of educational institutions, the
media, and the process of self-learning. The concept of "information war" is revealed as a modern
weapon of mass destruction used to manipulate public opinion to achieve negative results in relation to
the enemy. The analysis of education as a sphere of activity exposed to information weapons is carried
out. The article reveals the policy of education as a socio-cultural phenomenon, which potentially has
vulnerabilities to information weapons. The verbal model of the information processes realized by the
social subject is described and considered, as well as the methods of influence on these processes
underlying the information wars. The analysis of these methods is carried out, and real examples of their
application are given. The decisive role of information culture of society in solving the problems of
countering the use of education as a tool of information war is noted. The global aspect of information
security culture is considered. It is concluded that in order to counteract the threats of using educational
tools to carry out information wars, the problem of forming a culture of information security in society,
especially among the younger generation, is highly relevant.

Keywords: education, information war, manipulation of mass consciousness, culture of
information security.
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